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1
Decision/action requested

This document propose to introduce a new requirement to the Key Issue#5: Mitigation against the authentication relay attack in the TR 33.809.
2
References

[1]

3
Rationale
According to SA3#93 meeting, the Key Issue on mitigation against the authentication relay attack has been added to TR 33.809. It has agreed that the 5G system is suffering from the authentication relay attack caused by the false base station. Unlike a typical man-in-the-middle attack, the adversary in this attack can neither decrypt the encrypted traffic between the victim UE and the core networks, nor can inject valid encrypted traffic unless the service provider blatantly disregards the standard’s security recommendations and choose a weak-/no- security context during connection establishment. A legitimate UE may be directed by an attacker to access the roaming network, resulting in a charging fraud. The malicious UE can poison the location history of the victim UE by performing this attack successively from different tracking areas. 
Therefore, based on the above security threats, the 5G system shall support protection mechanism against the authentication relay attack caused by the false base station.
4
Detailed proposal

***
BEGIN CHANGES
***

5.5
Key Issue #5: Mitigation against the authentication relay attack
5.5.1
Key issue details
A victim UE may be attracted to the false base station. Then the false base station collaborates with another malicious UE through a private channel. The false base station and the malicious UE are far apart, and the two may be linked by LAN or WAN to form a malicious network through two PLMNs. The false base station forwards the registration request message of the victim UE to the remote malicious UE, and the malicious UE forwards it to the remote core network through the remote legitimate base station. Similarly, the false base station and the malicious UE forwards the response message sent by the core network to the victim UE, and completes the authentication. In this way, the network-aware user's location and the user's actual location may be inconsistent, providing a way to set up a false alibi or undermine a criminal investigation with fake evidence. A legitimate UE may be directed by an attacker to access the roaming network, resulting in a charging fraud.
5.5.2
Security threats

In case the authentication relay attack occurs, the threats of this attack include:

(1) Deception: The adversary deceives the victim into believing that the victim UE is connected to the core network.

(2) Location History Poisoning: The malicious UE can poison the location history of the victim UE by performing this attack successively from different tracking areas. As a result, a fugitive or criminal hiding in one location can deceive the core network into believing that the criminal has attached to the core network from a different location.

(3) Complete or Selective DoS: The malicious UE and the false base station can deny the victim UE’s phone-calls/SMS/data transfers completely/selectively. Consequently, the operational network is deprived of the charges for the incoming/outgoing calls and SMSs.

(4) Attack on SON: By relaying a geographically remote base station, an attacker may confuse the network’s self organized network configuration, because UEs will report measurements of the fake base station signal strength, or signal strength of the radio environment to the relayed base station.

5.5.3
Potential security requirements

 The system shall support protection mechanism to mitigate the authentication relay attack caused by the false base station.
***
END OF CHANGES
***
